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Lucerno Dynamics Privacy Policy

1. Overview
Lucerno Dynamics, LLC (“Lucerno” “we” “us”), cares deeply about privacy and security. This 
Privacy Policy (the “Policy”) is designed to inform you about how we collect, use, and share your 
personal data through our products, services, and web-based applications as described below. 

Our Services
So that you can better understand the types of services that are available, and how and why 
data collection is an important part of these services, we provide the following summary of the 
main types of products and services we offer. Lucerno is a medical device company whose 
products help health care professionals manage the quality of their nuclear medicine 
procedures. Lucerno’s system can dynamically detect and record the presence of radiolabeled 
biomarkers in tissue quickly, safely, and inexpensively. Our system consists of the Lara® 
System kit (the “Lara System”), which dynamically measures the presence of 
radiopharmaceutical in an organ or body region during the uptake period as part of nuclear 
medicine procedures, and the Ellexa® software (the “Ellexa Software”) which collects 
information about critical factors that may affect an injection procedure and also helps to identify 
trends in the quality of a site’s radiopharmaceutical injection procedures (collectively, the 
“Services”).

Scope and Applicability
This Policy applies to any and all use of the Services and covers the data we collect from 
customers and distributors in providing the Services.

When you use our Services, you acknowledge that you have read this Policy and understand its 
contents. Your use of our Services and any dispute over privacy is subject to this Policy and any 
privacy related terms in applicable agreements with you. This Policy applies to all users of our 
Services across the world. If you are a resident of the European Economic Area, you have 
additional rights, which are explained in this Policy.

One additional limitation applies to this Policy. We do not collect information directly from 
individual patients. Rather, information regarding patients is provided in anonymized form from 
health care institutions or distributors. We impose contractual requirements on our customers 
that require adherence to privacy requirements that are generally more stringent than common 
industry practice. However, the ultimate nature, scope and use of information that is collected 
from users of devices is subject to the privacy policies and practices of our customers and the 
laws in which country and state they operate, and not Lucerno. If you are a patient and have 
questions or concerns about data collection, you should contact your provider and request their 
privacy policy.

2. What Kinds of Information Do We Collect?
When end users use our device as part of our Services, including via uploading data via the 
Lara System, Lucerno collects data regarding the presence of radiopharmaceutical in an organ 
or body region during the uptake period as part of nuclear medicine procedures.

When end users use our device, the data transmitted to Lucerno:
1. contains no PHI as defined by the US Health Insurance Portability and Accountability Act 

(“HIPAA”); 
2. contains no confidential or personal information; and 
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3. contains no financial information or credit information.

Information from Patients
Lucerno does not collect any information directly from patients. Health care professionals use 
the Lara System to collect data and then those providers share an anonymized form of that data 
with us though the Ellexa Software.

Information from Our Customers
Lucerno collects information from our customers as part of the general business development 
and contracting process. Customer information collected by Lucerno may include the name and 
business telephone number and email address of individuals working with us to complete and/or 
perform an agreement. Lucerno also collects the business email address, business address, 
and phone numbers of health care professionals who use the Lara System and Ellexa Software. 

3. How Do We Use the Information We Collect?
In general, Lucerno uses the information collected in order to operate, maintain and deliver the 
Services and to develop new products, services or datasets. In particular, Lucerno uses the 
information generated or collected as follows:
• to dynamically measure the presence of radiopharmaceutical in an organ or body region 

during the uptake period as part of nuclear medicine procedures;
• to assess whether a radiopharmaceutical injection remains near the injection site rather than 

circulating in the vascular system; and
• to identify trends in the quality of a health care provider’s radiopharmaceutical injection 

procedures.

4. Opt-Out Choices
Lucerno requires all customers and third parties using the Services to provide notice regarding 
data collection and use, and to obtain abide by all national and state laws in which they operate, 
including obtaining all consents or permissions required for such collection and use. Any 
individual who wishes to opt-out of data collection can do so by no longer using the Services. To 
opt-out of all further contact initiated by us, and to forestall our further use or disclosure of your 
personal information, email us any time. Opting out of all communication in this manner means 
that you must discontinue all use of the Service.

5. With Whom Do We Share Personal Data?
Lucerno shares information collected through the Services with the health care professional who 
collected the data from the individual to enable the health care professional to review and 
analyze the procedure under review. 

Lucerno also may disclose aggregated data from information we collect in conjunction with 
scientific studies or as part of contracted services by our Customers. Any information used in 
this way is, and will remain, anonymized.

6. How Do We Protect Your Data?
Lucerno uses Microsoft Azure (“Azure”) infrastructure (https://azure.microsoft.com). Data 
uploaded using the device is securely stored in Azure facilities according to industry best 
practices with respect to computer software security and privacy. See the Azure Security site 
(https://docs.microsoft.com/en-us/azure/security/azure-security) for information about Azure 
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security and privacy capabilities and policies, including information on physical site security and 
data redundancy/availability capabilities.

7. The Use of Cookies and Tracking Technology
With your consent, we may collect information through our website (the “Site”) by way of 
cookies or other tracking technologies. Cookies and other tracking technologies are script files 
that facilitate the collection of Non-PII (defined below), such as the number of visitors to the Site, 
how each visitor arrived at the Site and the visitor’s use and behavior patterns on the site to 
ensure a better customer experience. There are two types of cookies: (1) First-party cookies are 
created by the site you visited. The site is shown in the address bar. (2) Third-party cookies are 
created by other sites. These sites own some of the content, like videos or images, that you see 
on the webpage you visit.

Non-personally identifiable information (the “Non-PII”) includes any information from which your 
identity is not readily ascertainable and may include your internet protocol (or “IP”) address, 
browser, operating system, pages or content you access while visiting the Site and the date and 
time and duration of such access. In addition to you voluntarily providing us Non-PII, Non-PII is 
automatically collected through the Site.

We use the following cookies:
Cookie Purpose When Does it 

Expire
First or Third 
Party

.AspNet.ApplicationCookie Remember the 
identity of a user 
after the user has 
logged in 

N/A First

__RequestVerificationToken Verify that a user is 
authorized to 
submit information

N/A First

__LD Remember that a 
user has accepted 
the privacy policy

Remember which 
language a user 
prefers to have 
displayed

1 year First

ARRAffinity Route network 
traffic to the server 
from which it 
originated

N/A First

ai_session
ai_user

Monitor application 
performance

1 year First

Disabling Cookies
You may reject or block cookies or tracking technologies on the Site by adjusting your browser 
settings. Most browsers offer instructions on how to reset the browser to reject cookies in the 
"Help" section of the toolbar. If you elect to reject cookies and other tracking technologies, we 
may not be able to deliver certain information or services to you and Ellexa users may not be 
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able to login. Information about the procedure you are required to follow in order to disable 
cookies can also be found at http://www.allaboutcookies.org/manage-cookies/index.html.

8. Individuals in the European Economic Area
Lucerno is headquartered in the United States, and our Services may be provided by health 
care professionals throughout the world. As such, we and those providers may transfer 
Personal Data to, or store or access it in, jurisdictions that may not provide equivalent levels of 
data protection as your home jurisdiction. We take steps to ensure that your Personal Data 
receives an adequate level of protection in the jurisdictions in which we process it. If you are in 
the European Economic Area or Switzerland, we provide adequate protection for the transfer of 
Personal Data to countries outside of the EEA or Switzerland through a series of agreements 
with our partners and their customers based on the Standard Contractual Clauses authorized 
under EU law.

Key Terms
“Personal Data” means any information relating to an identified or identifiable natural person 
who can be identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of 
such natural person.

“Processing” means any operation or set of operations which is performed on Personal Data or 
on sets of Personal Data, whether or not by automated means, such as collection, recording, 
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction.

Access, Rectification, Erasure, and Restriction
All patient information collected by Lucerno through the Services is de-identified, contains no 
confidential or personal information, and contains no financial information or credit card 
information. As a result, it is unlikely that Lucerno holds an individual’s Personal Data. 
Accordingly, while you may request a copy of the Personal Data we have collected from you by 
contacting us as indicated below, you must provide an identifier that would enable us to identify 
your Personal Data.

Lucerno collects information from our customers as part of the general business development 
and contracting process. Customer information collected by Lucerno may include the name and 
business telephone number and email address of individuals working with us to complete and/or 
perform an agreement. Lucerno also collects the business email address, business address, 
and phone numbers of health care professionals who use the Lara System and Ellexa Software. 

In the event that Lucerno has collected Personal Data, you may request access to, changes to, 
or removal of your Personal Data, and may also request that we cease processing your 
Personal Data, in accordance with the applicable laws. You further have the right to object to 
the processing of your Personal Data for the purpose of direct marketing, including profiling. 
Where Personal Data are processed for scientific and historical research purposes or statistical 
purposes, you have the right to object, unless the processing is necessary for the performance 
of a task carried out for reasons of public interest. If you object to the processing of your 
Personal Data, you agree to the termination of the Service in the event that we determine, in our 
sole discretion, that we are unable to perform the Service due to your objection to the 
processing of your Personal Data. Upon termination of the Service for any reason, and upon 

This document contains proprietary and confidential information - Page 4 of 7



LUCERNO DYNAMICS, LLC
CONFIDENTIAL Page 5 of 6

Privacy Policy
Rev 1

Effective Date: 02/28/2020 

your written request, your Personal Data may be erased or made portable. Additionally, you 
have the right at any time to demand that inaccurate or incomplete Personal Data are erased or 
rectified and to lodge a complaint with a supervisory authority. 

Should you want information not covered in this Policy, you have the right to obtain the following 
information:
• confirmation of whether, and where, we are processing your Personal Data;
• information about the purposes of the processing;
• information about the categories of data being processed;
• information about the categories of recipients with whom the data may be shared;
• information about the period for which the data will be stored (or the criteria used to 

determine that period);
• where the data were not collected from you, information as to the source of the data; and
• information about the existence of, and an explanation of the logic involved in, any 

automated processing that has a significant effect on you.

In order to object in any way to our processing of your Personal Data, you may contact us at 
info@lucernodynamics.com. For some requests and where permitted by law, an administrative 
fee may be charged. We will advise you of any applicable fee prior to performing your request. 

Purposes and Legal Bases for Processing Personal Data
Lucerno processes data for the purposes set forth in this Policy, including to provide the 
Services to our Customers. To fulfill these purposes, Lucerno may retain information indefinitely, 
which may include Personal Data, to provide the Services, to develop additional products or 
features, or in response to contractual requirements. Please see the sections above for 
additional details on how we collect, use, disclose and share data, make automated decisions 
and retain data, including Personal Data.

In general, the lawful bases for our Processing of Personal Data are: (i) informed consent, 
including as obtained via partners through contractual requirements and/or established consent 
frameworks; (ii) the need for Lucerno to fulfill its contractual obligations to health care 
professional, who have obtained a patient’s informed consent; or (iii) any other applicable legal 
bases, such as our legitimate interest in and compliance with industry practices.

Compelled Disclosures
Lucerno may be required to disclose Personal Data in response to lawful requests by public 
authorities, including disclosures necessary to meet national security or law enforcement 
requests or requirements, or pursuant to judicial orders, subpoenas, or similar legal process.

Questions or Complaints
If you believe our Processing of Personal Data about you is inconsistent with the applicable data 
protection laws, to lodge a complaint with your local supervisory data protection authority 
(“DPA”).

9. Children’s Privacy
We do not knowingly solicit or collect any personally identifiable information from children under 
the age of 13, nor do we knowingly market our Services to children under the age of 18. Health 
care professionals using our Services may do so in conjunction with the care of an individual 
under the age of 13. In such instances, the health care professionals would be responsible for 
obtaining parental consent or other authorizations for the collection and use of the data. We do 
not knowingly use the data we collect from children for any purpose except to deliver the 
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Services. If you believe we have collected information from your child in error or have questions 
or concerns about our practices relating to children, please contact us as described below.

10. California Residents
Section 1798.83 of the California Civil Code requires select businesses to disclose policies 
relating to the sharing of certain categories of customers' PII with third parties. These 
businesses are required to accept requests for disclosures of these policies from customers but 
are only required to honor one request per calendar year. Businesses have thirty (30) days to 
respond to each inquiry to the designated address. Each inquiring customer will receive an 
explanation of the categories of customer information shared and the names and addresses of 
any third-party businesses. In limited circumstances, customers' failure to submit requests in the 
manner specified will not require a response from the business.

If you are a California resident, you may request such information from us by sending a letter to 
the email address listed below. In your letter, please provide your name, address and email 
address, as well as a request that we provide such information to you, by using the following or 
similar language, “I request that lucernodynamics.com provide its third-party information sharing 
disclosures required by section 1798.83 of the California Civil Code.”

11. Website Terms of Use
By accessing the website at https//www.lucernodynamics,com you must agree to the Terms of 
Use in the link on that site.  

By accessing the Ellexa software at https://scans.lucernodynamics.com you must be an 
authorized user and agree to abide by the terms of the contract your health care institution or 
other employer entered with Lucerno or Lucerno’s partner, that defines your right of access and 
use of data on that site.

12. Updates and Changes
Lucerno may amend this Policy from time to time. When we do, we will also revise the date in 
the header of each page of this Policy. We encourage you to review this Policy periodically to 
stay informed about how we collect, use, and disclose data that we collect.

13. Contact Us
To exercise any of the above-listed rights (with the exception of the right to lodge a complaint 
with a DPA, which you may do directly to a DPA), please contact us at 
info@lucernodynamics.com. We will process any requests in accordance with applicable law 
and within a reasonable period of time. We may need to verify your identity before processing 
your request.
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